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Advantages

*PUF provides the ‘Root of Trust’ on your system
*Unique IDs for each of your devices

*Specificity and competitiveness for your solution
*High-security authentication at the lowest total

system cost

*Secure storage on your system
*Low current, compact size and longtime stability

for loT

*Various package options
*Protect firmware and IPs

Key Feature

*PUF value(key) generation

*SHA256/HMAC based symmetric authentication

= Authentication and data encryption / decryption with PUF
*Secure Storage (Encrypted EEPROM data with PUF)
*Store up to 16 keys (256 bit key lengths)

*5Kbit EEPROM for data and key storage

*Hardware crypto engines : SHA256 / HMAC

*TRNG (True random number generator)

*Operating voltage range : VDD33:3.0~3.6 V

*Interface: 12C / 1-Wire (OWI)

*<150nA sleep current

*Security countermeasure: Fault injection & Side channel
attack

*Physical attack protection
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Package options
*8-pin SOIC (SOP)

*3-pin SOT 23-3L

*8-pin DFN



Application
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Firmware protection
*Secure boot
*Secure update

*IP protection

-License management
.
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Secure 1D Anti-Counterfeit (off-line)
+Direct ID : Use VIA PUF itself as unique ID «Utilize “Secure memory” concept
*Indirect ID - Inject ID & store by *Secure Memory” concept «Install ILOO5 in the “Target Product” to authenticate & “Master”
*No risk of cloni .
0 risiorcloning «Enroll “Target Product” before shipping out
+ID card, passport, Driver license, Drone ID etc.. ,
passp *In the field, “Master” and “Target Products” authenticate each other
- Example : Smart phone accessary, Smart phone battery,
a Printer ink cartridge, E-Cigarette cartridge, Drone,
a — etc..
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2nd factor authentication
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PUF-encrypted MCU PUF-encrypted Product
»Smart door/ Smart card/ loT sensor & gateway memory memory
Key master Authenticate Key Target
_—
) s -_User Data -_User Data
fintech ﬁ
Master Target product to authenticate
L »
= ' N
“ (. .) loT security
J & - Server<—~HUB: TLS standards
> ~ *HUB<—Thing/ Thing<Thing : PUF IC security(H/W)
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Secure memory TLS communication : VIA PUF based H/W security
- Stores data in NVM after encryptipn by VIA PUF key i N
+Once use, Do not store VIA PUF Key i @ i
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